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 Telephone Denial of Service 
Attacks

 Threats to Network/Systems
 Threats to Citizens and First 

Responders
 Personal Tale of 

Ransomware Woes and the 
Lessons Learned.

TOPICS
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TDoS
911 LINES
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TDoS
NON-EMERGENCY LINES
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TDoS
NON-EMERGENCY LINES
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TDoS
NEXTGEN 911

Image from CISA Cyber Risks to Next Generation 9-1-1 White Paper 2019
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OTHER THREATS

• Any system with Internet 
access

• System Vulnerability 
(anything on 
cve.mitre.org)

• E-mail: Attachment
• E-mail: Phishing link
• Hoax calls/Swatting and 

Freedom of Information 
Act
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E-MAILS
PHISHING OR ATTACHMENT BASED
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HOVER OVER LINK IN E-MAIL TO 
SHOW ACTUAL ADDRESS
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IN THE WILD!

THINK YOU 
WON’T CLICK?

ANYONE CAN 
GET HIT!
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Check your info on:
https://haveibeenpwned.com

Security Awareness Computer-Based Training

EDUCATION, EDUCATION, EDUCATION
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SWATTING/PRANK/HOAX 9-1-1 CALLS
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TTY RELAY

VoIP
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HARASSMENT/BULLYING
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RESULTS IN PROPERTY DAMAGE
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DEATH OF CITIZEN OR FIRST RESPONDER
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INTERESTING QUESTION

**
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AUDIO FROM FOIA REQUEST

• Decoding DTMF (dual 
tones multifrequency) to 
obtain outgoing phone 
number

• Decoding FSK Caller ID 
(frequency shift keying) to 
determine incoming phone 
number

**
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DTMF DECODING

• Use a free app on cell 
phone

• Multimon-NG on the 
computer

**
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DECODING FSK CALLERID

• Can be done manually 
(very tedious)

• Can be done with software 
called Minimodem
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MANUAL

APPLICATION USED: Audacity (FREE)
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MANUAL

Use table shown to decode 
(available anywhere online)
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MINIMODEM

APPLICATION USED: Minimodem (FREE)
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IN THE WILD
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911 LINE PREAMBLE

ANI tone drop

This is so that the system can 
location the number in the 
ALI database
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DARK OCTOBER 2019
WE WERE HIT WITH RANSOMWARE

• Came in over e-mail

• We had anti-virus

• Took out the systems 
within 10 minutes

• I don’t want to do it 
again, but it was fun!
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RANSOMWARE SURVEY RESULTS

https://www.surveymonkey.com/r/ZDZ75XM

 25% were hit with ransomware more than once
 66 % weren’t able to use CAD
 Times to full functionality restoration were 2 days 

to several months.
 All attack vectors were e-mail except one which 

was RDP vulnerability
 long lasting losses/issues due to ransomware
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 Don’t pay the ransom
 Make sure to have good backups 

and test regularly
 E-mail attachments and links
 Continued education of users
 Turn on 2 factor and secure 2 

factor device
 Quarterly audit of accounts 

access and need
 Remove/disable inactive 

accounts immediately
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THANK YOU!

Contact information
cgiglio@bedfordcountyva.gov

https://www.linkedin.com/in/ctgiglio/
Phone: 540-587-0716

https://bedford911.com/handout/


